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Introduction

* |n 2015 one of the first actions in the scope of the | HeERO Project
in Portugal was the implementation of the eCall flag by all MNQO’s;

* During the tests we found that some misconfigured mobile
handsets when calling to 112 mimicked the eCall. Normal
emergency calls were identified by the mobile networks as eCalls
which did not comply with the standard (ETSI 3GPP TS 24.008).

e These mobile terminals provided erroneous values in the
Emergency Category of Emergency Setup messages in the Mobile
Radio Interface.
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ETSI Standard - ETSI 3GPP TS 24.008

Table 10.5.135d/3GPP TS 24.008: Service Category information element

Emergency Service Category Value (octet 3)
The meaning of the Emergency Category Value is denved from the following settings (see 3GPP TS 22.101 [8] clause
10):

Bit1 Police

Bit 2 Ambulance

Bit 3 Fire Brigade

Bit4 Marine Guard

Bit5 Mountain Rescue

Bit 6 manually inttiated eCall

Bit 7 automatically initiated eCall

Bit8 Isspare and setto "0"

Maobile station may set one or more bits to "1"

If more than one bit i1s set to "1", routing to a combined Emergency centre (e.g. ambulance and fire bngade in Japan) is
required. If the MSC can not match the received service category to any of the emergency centres, it shall route the call
to an operator defined default emergency centre.

If no bit is set to "1", the MSC shall route the Emergency call to an operator defined default emergency centre.
A mobile station initiating an eCall shall set either bit 6 or bit 7 to "1". The network may use the information indicated in bit
6 and bit 7 to route the manually or automatically iniated eCall to an operator defined emergency call centre.

ERO
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Erroneous values

The most common audit finding was the mobile handsets sending all
bits set to "1"

OctetlZl Emergency category

00101110 FParameter name (46) Emergency category
Farameter Length 1
Folice (1) Ve

Ambul ance (1

Fire Brigade (1) %

All bits are
Marine Guard (1) Yes setto 1

Mountaln (LY
Manuly Initiatd eCall | (1) ¥
Auto Initiated eCall (1) Y

1

Trace Example — Incorrect eCall
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Correct values

A correct manual eCall value should be like the example below (only

the 6 bit is set to 1 all others set to 0)
OctetllD Emergency category

00101110 Farameter name {46) Emergency category

Farameter Lengzth 1

Folice (0] Mo
Ambulance (0) Mo
Fire Brigade (O Mo
Marine Guard (0] Mo
Mountain (0 Mo
Manuly Initiatd eCall | (1) Yes

Auto Initiated eCall Mo

Pia] F_I =l

Trace Example — Correct eCall
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Solution Implemented in Portugal

Xe ="1" 00 10 00 0O Manual eCall
X7="1" 01 00 00 00 Automatic eCall
X & X7="11" 0110 00 00 Manual eCall
Other combinations Default Normal Emergency Call




Tested Cases in Lab Environment

01 00 00 00 Automatic eCall |Tested in Lab

00 10 00 00 Manual eCall |Tested in Lab

0110 00 00 Manual eCall | I\Ot Tested, because we don't have
terminals with this implementation

11000000 | AutomaticeCall |l\Of Tested, because we donthave
terminals with this implementation

1010 00 00 Manual eCall | |\O! Tested, because we don't have
terminals with this implementation

1110 00 00 Manual eCall |0t Tested, because we don't have
terminals with this implementation

1111119 |Normal E;'rlergency Tested in Lab

XX (); );hX;(rXX Normal Emergency|Not Tested, because we don’t have

L Call terminals with this implementation
combinations)

112

Harmonised eCall European Pilot




TTG0LTOT
oTe0LTOT
SOSO0LTOE
BOSOLTOL
LOGOLTOT
SOS0LTOL
SO60LTOT
FOE0LTOT
FOGOLTOT
TOG0LTOT
ToROLTOT
TEROLTOE
CEROLTOT
GIBOLTOT
FIROLTOT
LTWOLTOT
PIROLTOT
SIROLTOE
rEROLTOT
ETROLTOTD
IZROLTOT
ITROLTOT
OTROLTOT
GTROLTOT
ETROLTOT
LIROLTOT
PIROLTOT
STROLTOT
PIROLTOT
ETROLTOT
TIROLTOT
TT80LTOT
OTROLTOT
SCOTOLTOL
BOROLTOT
LOBOLTOT
POROLTOT
SOBOLTOT
POROLTOT
EOROLTOT
TOROLTOT
TOROLTOE

On e LAl D E:CM‘:G Zae JF CalyiZal

Sept 2017
European Pilot

Call

e

|

Harmonised

MNO A

August 2017

=
-m
-
T
-+t
c
]
E
3
a
=
b
2

b+

Total Ghost eCalls / day

EZG':- el DaZ: T Calei

]
i
1
o
(]

i s = W W

Se22 Jo Jaquiny

TIEDLTOE
OT&e0LTOT
SO60LTOT
BOE0OLTOT
L060LTOT
BOEOLTOT
SO80LTOT
Ma0LTOT
EOE0LTOT
TOS0OLTOT

- TRE0LTOr

2 TEROLTOT

sir iy OEBOLTOT
e o el STRO.LTOT
el BTROLTOT
P {TR0LTOE
01— PLEOLTOT
= SZROLTOT
Y4, FrROLTOE
B ———— ETEOLTOE
s | TTBOLIOT
TZB0LTOT
orRoLTOr
— sTBOLTOL
e BIBOLTOT
Y ——y LTHOLTOE
ArEoLTOT
STEOLTOE
o —( ] § -1
e ETBOLTOT
o TTROLTOT
= tigoLtor
S OTBOLTOET
sz EOBOLTOT
BOBOLTOT
(OROLTOT
BOBOLTOT
SOB0LTOT
TOBOLTOT
S f0ROLTOT
TOBOLTOT
TOBOLTOT

=
-

" oE E
= -

B sisws s¥a
Bl e B o i

i:=
Sept 2017

ik

|

ﬁ

MNO B

(518 1

August 2017

Total Ghost eCalls I day

Evolution of Implementation

idences

3

e
s "
700 E
800
500
3
i
0
fles]

1]

:
:
g
@

This project is funded by
the European Union




Conclusion

The software in the core network should analyze all the bits of the

emergency category, and not only the bits corresponding to manual
eCall and automatic eCall.

After this analysis and according to the detected combination of bits,

the call should then be classified as an eCall or a normal emergency
call.

Complementary Measures:
Nowadays our MNQ’s only include in their packages handsets that are

submitted to tests and prove to have the emergency standard bj
correctly configured.
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